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• What is an ethics program and why do we need it?

• Ethics and Compliance 

• The Structure of an Ethics Program

• Mandatory Disclosure

• Maintaining the Ethics Program – oversight, leadership 

and risks
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eth·ics /ˈeTHiks/ 

(noun)

Moral principles that govern a person’s behavior or the 

conducting of an activity.
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We the People pay taxes!  Our elected government 

officials are entrusted with public resources and are 

responsible for carrying out public functions efficiently, 

effectively, economically, and ethically, while achieving 

desired program objectives and providing public 

services.
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What does that mean?  Taxpayers want to be assured that:

1) Our tax $ are managed and used in compliance with laws 
and regulations.

2) Government programs achieve their objectives and 
desired outcomes.

3) Everyone involved is held to ethical standards and is 
accountable.

Wrongful spending can be the downfall of public trust.
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The first law passed by the U.S. Government in response to 

unethical behavior was the False Claims Act.  This law remains 

one of the most powerful and expansive laws on the books.  It 

was passed to target fraud in government contracting.  

Called a “whistleblower law”, it gives ordinary Americans a way 

to combat fraud, help the government to recover damages, and 

to bring accountability to those who would take advantage of the 

U.S. government.
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• Making complex decisions with missing information.

• Profit is king, cash is queen --- incentivized to produce results!

• Competition can be brutal.

• Historical company behaviors.

• We’ve convinced ourselves that we are right, or we rationalize 
our own unethical behaviors.

• Corporate pressure to do things a certain way.

• Company considers ethics to be a “personal” value and not a 
“company” value.
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• Code of Ethics and Conduct 

• Conveys Corporate Values

• Contains Policies and Procedures that prevent or deter 

unlawful conduct

• Promotes a culture of compliance

• Provides management with information about potential ethics 

issues
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An Ethics program helps to do the following:

• Be compliant with federal regulations

• Protect your company reputation 

• Improve or protect your financial resources by preventing 

issues that may have affected quality, cost or schedule

• Having an ethics program in place may significantly reduce 

any penalty imposed and/or prevent prosecution
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A company can know the rules, but that isn’t the same as 

following the rules.

• Compliance is ensuring everyone employed or 

subcontracted by your company does not go against 

regulations or standards.

• Ethics is getting the employees of your company to act 

responsibly, doing what is best for the company, 

customers, co-workers, peers, and society. 
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Government Contracts are highly regulated:

• Federal Acquisition Regulation (FAR) – uniform policies 

for acquisition of supplies and services by agencies

• Agency-specific Supplements to the FAR

• Executive Orders
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FAR Part 3 exists because taxpayer money is used to pay 

contractors.  It requires:

• Knowing and following the law

• Doing business ethically

• Have the capability to perform the contract

• Report any violation of the law
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By accepting a contract award from the government, the contractor 

agrees to fulfill these requirements under the the Terms & 

Conditions of the contract.  Failing to do so could result in:

• Contract termination

• Suspension

• Debarment

• Civil & Criminal Penalties – both company and individuals
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FAR Part 3.10 states:

• Government Contractors must conduct themselves with 

the highest degree of integrity and honesty.

• Contractors should have a written code of business ethics 

and conduct; promote compliance; train employees on 

business ethics and compliance; and internal controls that 

make sure your program is effective.
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Far Part 52 describes solicitation provisions and government 

contract terms and conditions.  A covered or qualifying contract 

must include FAR Part 52.203-13 which implements and enforces 

what the contractor SHALL do.  If you are currently working on a 

qualifying contract or would like to be eligible for one, you’ll need 

an ethics program.
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Although the policy applies as guidance for ALL gov 

contractors, they are only mandatory if you have 

contract(s)/subcontract(s) of >$5.5M and a POP >120 

days.
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1) Within 30 days after award, contractor must:

• Have a written code of business ethics and conduct

• Employees working on the contract should be given a copy or 

one made available to them.

2) And:

• The contractor is required to exercise due diligence to prevent 

and detect criminal conduct.

• The contractor must promote an organizational culture that 

encourages ethical conduct and a commitment to compliance 

with the law.
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3) And,

• Shall timely disclose any violation of federal criminal law 

involving fraud, conflict of interest, bribery, or gratuity 

violations or a violation of the civil False Claims Act.
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Within 90 days after award, contractor (does not apply to any “small business 

concern” or acquisition or commercial items) must establish:

1) An ongoing business ethics awareness and compliance program that 

does the following:

• Take reasonable steps to communicate periodically and in a practical 

manner the Contractor’s standards and procedures and other aspects 

of the Contractor’s business ethics awareness and compliance program 

and internal control system, by conducting effective training programs 

and disseminating information.

• Training applies to all employees and, as appropriate, Contractor’s 

subcontractors and suppliers.
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2) An internal control system

• Establishes standards and procedures to facilitate timely discovery of 
improper conduct in connection with government contracts.

• Must ensure corrective measures are promptly instituted and carried 
out.

• Provides for anonymity and confidentiality, as well as an investigation 
protocol that places responsibility at a sufficiently high level with 
sufficient resources to make it effective.

• Takes reasonable efforts to exclude from responsibility for that 
investigation any person whom due diligence would have exposed as 
having engaged in conduct that is in conflict with the Contractor’s code 
of business ethics and conduct.
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• Periodic reviews of company business practices, procedures, policies, 

and internal controls for compliance with the Contractor’s code of 

business ethics and conduct and the special requirements of government 

contracting.

• An internal reporting mechanism, such as a hotline, which allows for 

anonymity or confidentiality, by which employees may report suspected 

instances of improper conduct, and instructions that encourage 

employees to make such reports.

• Disciplinary action for improper conduct or for failing to take reasonable 

steps to prevent or detect improper conduct.
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• Timely disclosure, in writing, to the agency OIG, with a copy to the 

Contracting Officer, whenever, in connection with the award, 

performance, or closeout of any government contract performed by the 

Contractor or a subcontract thereunder, the Contractor has credible 

evidence that a principal, employee, agent, or subcontractor of the 

Contractor has committed a violation of Federal criminal law involving 

fraud, conflict of interest, bribery, or gratuity violations found in Title 18 

U.S.C. or a violation of the civil False Claims Act (31 U.S.C. 3729-3733).

http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
http://uscode.house.gov/browse.xhtml;jsessionid=114A3287C7B3359E597506A31FC855B3
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• Full cooperation with any government agencies responsible 

for audits, investigations, or corrective actions.
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FAR Part 3 provides the guidance for your ethics program 

content; FAR Part 52 is the clause in contracts that make an 

ethics program a legal requirement; and then there is the 

Christian Doctrine which states that any FAR clause is 

incorporated into government contracts as a matter of law, even if 

they are not expressly referenced or reproduced in the 

contract!
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The Structure of an Ethics Program –

Code of Ethics & Conduct

Develop a code that outlines expected behaviors and how you want them to 

address risks or challenges that occur in key areas:

• Based on your company’s core values

• Should be simple, concise, and readily understood by all employees

• State plainly expected behavior

• Applies to all employees, board members, consultants, suppliers, 

etc.

• Be consistent with and links to relevant corporate policies and 

procedures

• A living document
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Standard elements:

• A letter from the CEO.

• A mission statement, values, or guiding principles that reflect the 
company’s commitment to integrity and quality.

• A framework that encourages employees to think before acting and to 
seek guidance when unsure.

• What to do if misconduct is suspected.

• Company policies that provide supplementary information.

• Enforcement and implementation mechanisms that address the notion 
of accountability and discipline for unethical behavior.
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Based upon an assessment of risks you can determine specific areas you 

want to address with company policies and procedures and with your code.  

Examples of risk are:

• Time charging

• Conflicts of interest

• Confidential and proprietary information

• Use of company resources

• Workplace violence

And many, many more!
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Implementation of the code:

• Assign a core team the task of drafting the code.

• Draft code and circulate for review and comment.

• Update code as needed.

• Use focus groups to get feedback on the drafted code.

• Finalize code and present to leadership for approval.

• Communicate code to all employees.
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A well written code of ethics and conduct ensures that everyone 

associated with your company, both internally and externally, are 

on the same page about how you do business.

Remember!  Leaders of your company need to walk the talk for 

an ethics program to be credible.
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This is a visible program demonstrating the company’s commitment to 

doing everything possible to avoid violations of the law.

• Communication – outside of training, ways to distribute ethics 

messages and disseminating information about your ethics 

program.

• Training – What are the company’s expectations and how to 

handle deviations form expectations.

Training and Communications address risk and are crucial to your 

ethics program.
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Communication is vital to reinforce the key message of our commitment to 

ethics.  Frequent communications helps reinforce key messages outside of 

training.  Examples:

• All hands or team meetings

• New employee orientation

• Brown bag lunch discussion

• Emails from senior leadership

• Company website or dashboards

• Newsletters
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There are 2 types of training:

1) Compliance Training – what are regulatory requirements listed in the contract. 

Examples:

• Antitrust

• Harassment-free workplace

• Human trafficking

2) Awareness Training – what are strategies for ethical decision making. 

Examples:

• Annual and new hire training to cover risk areas, company values, code of 

conduct, responding to misconduct, company procedures, etc.
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The FAR recites that an internal control system must establish standards and 

procedures to facilitate the timely discovery of improper conduct in connection 

with government contracts and ensure corrective measures are promptly 

instituted and carried out.

In addition to the elements already described in the FAR mandates, elements 

of the internal control systems must include:

• Assignment of responsibility – must be someone at a high level with 

adequate resources to ensure effectiveness.
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• Excluding principals with past problems - Contractors must 

undertake reasonable efforts not to include an individual as a 

principal whom due diligence would have exposed as having 

engaged in conduct that is in conflict with the contractor’s code 

of business ethics and conduct. 
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Although FAR 52.203-13(c) together with the DCAA audit 

guidelines describe the requirements of a contractor internal 

control system, it is not a template for ALL contractors. The 

specific policies and procedures constituting an internal control 

system will vary considerably from contractor to contractor 

depending on the size of the company, type of industry, and 

nature of contracts performed. 
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Mandatory disclosure requirements appear in five places in the regulations. 

1) The Code of Ethics and Conduct must include mandatory disclosure. 

(FAR 52.203-13)

2) The Internal Control System must include mandatory disclosure. 

(FAR 52.203-13)

3) Contractor requirements - a contractor may be suspended and/or 

debarred for knowing failure by a principal to timely disclose to the 

government (FAR 3.1003(a)(2) and (3)
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4) Causes for debarment - FAR 9.406-2

5) Causes for suspension – FAR 9.407-2

Unlike the mandatory disclosure requirement in FAR 52.203-13(b) & (c), the 

mandatory disclosure requirements concerning debarment and suspension apply 

to ALL government contractors regardless of whether they are large or small. 

Thus, small businesses are also subject to mandatory disclosure requirements 

even if they are not performing large contracts.



Page 43

• What is credible evidence?

• What is the level of employee?

• What is timely disclosure?

• What is Exposure to qui tam Claims?

• What is violation of civil FCA?

• What is significant overpayment?

Because adherence to the mandatory disclosure obligation requires prompt 

elevations and reporting, contractors need to understand their disclosure 

obligations in advance in order to be prepared to respond appropriately when 

necessary.
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• Continual improvements are essential for an effective 

ethics program.

• Integrate ethics into all aspects of company 

communications.

• Keep good documentation.

“The best time to plant a tree was 20 years ago.  The second-

best time is now.” – Old Proverb
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As we navigate the pandemic, ethical leadership is more

important than ever!

• Employee safety

• Fulfilling contract obligations

• Telecommuting

• Work-from-home cybersecurity risks

• Innovative solutions to how we get things done
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Compliance with the FAR’s mandated code of business ethics 

and conduct and the related internal control system is ultimately 

a cost-effective means to protect a federal contractor from the 

most dire of consequences. Here, too, compliance is not just 

about checking boxes; it is about maintaining a system of 

organization and controls that ultimately ensures the success of 

the company in its performance of its contractual obligations.



Page 48

BMSS recommends that ALL federal government contractors have a 

Code of Business Ethics and Conduct.

This document should become a part of your company culture, 

demonstrated by the actions and words of company executives and 

leadership, that all employees understand and adhere to.

With a company culture that values ethics, you can have the peace of 

mind that your employees are knowledgeable and prepared should 

situations come their way in which they make decisions that may 

affect the future of your company and its ability to fulfill its mission.
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The BMSS team can help you develop and implement an

effective compliance and ethics program including:

• Written Code of Ethics and Business Conduct

• Monitoring, Enforcement Controls & Systems

• Internal/External Employee Reporting Procedures

• Employee Awareness Program

• Reporting & Disclosure Procedures

Questions?  

Contact info: Becky Ramsey, rramsey@bmss.com


